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Program Summary 
 
Technology has been a boon for architecture and design. It also may be putting you at grave risk. What can you do 
about it?  
 
Firms have moved from providing basic design services to serving as sources of intellectual property shared throughout 
the planning, creation, and operation of capital assets. Those changes bring increased threats to firms, clients, and the 
public, from cybercrimes and breaches of confidentiality to negligent practices in using and protecting information.  
 
Join experts for a critical discussion about the misuses of technology that jeopardize the security of infrastructure and 
building projects and violate safety, secrecy, and privacy expectations. 
 
Learning Objectives 

A. Realize the exposure to public safety through unintended violations of information security requirements. 
B. Understand the scope of damages caused by the breach of the architect's professional or contractual duty to 

keep client information confidential. 
C. Recognize the endangerment of projects and firm operations because of damage to or ransoming of firm 

information by cyber criminals. 
D. Evaluate the harm caused by the invasion of the privacy through the improper use of photography, remote 

sensing, and drones. 
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